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Executive Summary

In the 2008 SANS Log Management Survey, 20 percent of respondents who were satisfied with 

their log management systems spent more than one week each month on log analysis.  Most of 

those companies were in the Global 2000.  The remaining small- and medium-sized businesses 

(SMBs) and government organizations spent between a half-day to five days per month on log 

analysis. 

The survey also showed that, because of difficulties in setup and integration, most organiza-

tions have only achieved partial automation of their log management and reporting processes.  

These difficulties have organizations, particularly SMBs, wondering if they should turn over log 

management to an in-cloud provider—one that provides their log management software and 

log data storage over the Internet.  In January, 2008, Stephen Northcutt, president of the SANS 

Technology Institute, wrote that there are pitfalls with putting log management in-the-cloud.  

On the plus side, he adds, “you will almost certainly save money. In addition, real experts on log 

analysis are hard to find...” 1

Recently, vendors began offering log management in-the-cloud (otherwise known as Software 

as a Service or SaaS), as a way to simplify log management because the provider can dedicate 

the material resources and retain the talented, focused personnel to do a better job for less 

money. This particularly makes sense not only for SMBs without the dedicated manpower, but 

also for enterprises whose IT resources are stretched trying to manage multiple distributed 

LANs. 

While IT managers agree that log management is difficult, they are leery about handing over 

their log data to a third party application provider because the data might not be available 

when they need it, not to mention the sensitive nature of some of the data that shows up in 

log files. 

Before deploying or overhauling log management systems, organizations need to weigh the 

benefits and drawbacks of each model in context of their business requirements.  To simplify 

the process, this paper presents some questions to consider when vetting those business needs 

against each (and in many cases, both) of these log management models.

1 www.sans.edu/resources/leadershiplab/log_logic_interview.php 
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Basic Practices

When looking at both models of log management (internally or in the cloud), begin with the end 

in mind by clearly laying out the reasons you want to collect log data.  The following are some 

pre-selection tenets to keep in mind when considering both models of log management:

Identify Your Goals

One of the keys to any successful project deployment is identifying the goals before starting. 

Log management needs are different for each business unit staking a claim in the process. 

The IT group may be interested in the value of log data for problem resolution; the security 

team may be interested in information management or event management tied into an overall 

SIEM; and the audit and compliance group is most likely interested in tracking what people are 

doing in regard to sensitive data.  Other possible uses for log data include marketing, forensics 

and HR accounting.  As they identify goals, companies would do well to consider the broader 

advantages of log management and analysis, and look for systems or services that will allow a 

migration toward a more complete use of log data in the future.

Of importance to all groups is the type of reporting supplied by the service or system. Log 

management systems often have reporting that is geared toward compliance for PCI, SOX, 

HIPAA and other similar standards.  Apart from required reports, log management can gener-

ate reports that are helpful for system maintenance, security management and many other 

purposes.  Whether log management is handled in-house or in the cloud, reporting and corre-

lation features should be easy to use and able to meet current and future business goals.

Locate Resources

Critical to the success of any log management initiative is finding the staff needed to imple-

ment, manage and maintain the system.  This is particularly difficult for SMBs and government 

agencies that can’t afford top dollar for IT talent.  Yet, according to a Gartner paper in May of 

20082, compliance drivers are pushing organizations with smaller security staffs to acquire log 

management systems. In these cases, in-cloud services make sense.  Larger organizations with 

dedicated security staffs and advanced log management processes, on the other hand, are 

more likely to keep log management functions in-house.  But even those organiza-

tions might use log management services for branches, or as a part of their 

larger security or network management operations.

2 �“Magic Quadrant for Security Information and Event Management,”  
ID Number G00156945, Mark Nicolette and Kelly Kavanaugh.



SANS Analyst Program	 3	 Log Management in the Cloud

Try Before You Buy

The computer industry is fraught with solutions that don’t work nearly as well as they purport. 

So, testing and trial use is critical to determine whether the system or service suits your needs. 

Put the search interface through its paces to test for functionality and accuracy.  Start off with a 

few devices sending log data, but also set up as many devices as you are allowed to test during 

the trial period.  Some log management systems work very well for a small amount of data; but 

as the data feed gets larger, the performance goes down quickly—and the systems or services 

can miss events. 

A good way to test the system or service is to send some suspicious data to a device that is 

being monitored.  Then go look for that particular data to make sure it’s all there in the logs. 

One way to do this is to use the Kiwi Syslog Message Generator3 to send messages to the target, 

for example by using an option in the program to send a simple text message followed by a 

number.  This makes it simple to see if any of the test messages have been picked up by the log 

management system or service and reported upon as required.

If there is a security component to the monitoring service (there usually is), try attacking your 

server and see how the provider responds.  The specifics of how you would do this testing will 

vary with your goals, but logging in as a user and intentionally mistyping the password enough 

times to lock the account should get a response from the log service or system.  I have actively 

used this testing approach on some appliances that collected security information and never 

got a response.  If you choose to do this kind of testing, start slowly to get an idea of where the 

response threshold is. 

In addition to testing for functionality and security, pay attention to the user interface. In most 

cases, this will be a Web-based front end.  Go through all the options and make sure they work. 

Also, make sure that responses to the GUI are intuitive.  If you have a report that you need regu-

larly, you should be able to get that report reasonably easily, even have it e-mailed to a speci-

fied account.  Custom reports and specialized reports may be more complicated to receive as 

a test, but the basic flow of the system should make sense.  Finally, make sure that the people 

who will use the service test the interface before decisions are finalized.

3 www.kiwisyslog.com/kiwi-sysloggen-overview
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Questions for the Cloud Provider

Selecting a log management software service provider is more like cementing a partnership 

than making a purchase.  The service provider will have copies of critical log data—at times they 

may have the only copies of that data.  The table below offers a quick snapshot of what to cover 

in a Service Level Agreement with a log management cloud service provider.  Following that are 

questions to consider before taking the plunge. 

SaaS availability 

Timeliness of log data showing up in system 
 

Timeliness of log data analysis 

Regulatory compliance 
 

Prompt upgrades to support new attack 
vectors 

Prompt upgrades to support upgrades to 
hardware and software 
 

No more than 2 minutes of downtime a day 
and no more than 5 minutes per week. 

Individual logged events must be available 
to a search from the customer portal within 
90 seconds of the event.

Alerts must be delivered to the client within 
30 minutes of a critical event.

The SaaS provider must maintain compliance 
to changing regulations within 30 days of 
notification of change.

New attack vectors should be applied to the 
processing system within 24 hours of a new 
attack being identified.

The processing system must be upgraded 
to support changes and modifications to 
alerting from supported systems when 
systems are available for general release. 


