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• The Diamond Model’s core features are: 
• Adversary, Capability (TTPs), Infrastructure, and Victim

• The Diamond Model’s meta-features are:
• Timestamp (start and end), phase, result, direction, methodology, and resources

• Each core feature and its meta-features should have a confidence value
• Definition up to each user; utilize at minimum High, Moderate, and Low weightings
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• Six distinct steps to creating an Activity Group
• Step 1: Analytical Problem (define what you want to solve, your intelligence requirement)
• Step 2: Feature Selection (event features and weighting of what’s important to you)
• Step 3: Creation (analyze events/intrusions and compare against the model to cluster)
• Step 4: Growth (compare new events and classify them into the Activity Group)
• Step 5: Analysis (analyze the Activity Group itself to address the Analytical Problem)
• Step 6: Redefinition (redefine the model as your needs change and more to new cluster)
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Diamond Model and Analytic Findings

Adversary

Victim

CapabilityInfrastructure
deployed via

FACT

FACT

FACT

ASSESSMENT

6



|  Cyber Threat Intelligence

Adversary Assessment Examples
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• C2 servers are legitimate 
but compromised

• C2 servers primarily 
African embassy based

• $Malware used 
• $Malware has code 

similarities to $Malware2

• It is likely that the adversary has 
access to source code for 
$Malware and $Malware2

• It appears that the focus of the 
operation is on African diplomats
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Human Fingerprints
on Malware
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Behind every malware is a human developer
• Adversary choices can be found in the malware
• Leads to the Adversary?
• Leads to malware?

• Three types of artifacts to look for
• Header Metadata
• Code Reuse
• Configuration Data
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Human Fingerprints on Malware
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Header Metadata
• Compilation timestamp
• PDB string
• Rich Header
• ...

Human Fingerprints on Malware – Header Metadata
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GravityRAT samples containing Compilation timestamp and PDB path
G1:
SHA256: 9f30163c0fe99825022649c5a066a4c972b76210368531d0cfa4c1736c32fb3a
Compiled: 2016-12-22 06:34:24
PDB: f:\F\Windows Work\G1\Adeel's Laptop\G1 Main Virus\systemInterrupts\gravity\obj\x86\Debug\systemInterrupts.pdb

G2:
SHA256: 1993f8d2606c83e22a262ac93cc9f69f972c04460831115b57b3f6244ac128bc
Compiled: 2017-07-31 10:04:20
PDB: e:\Windows Work\G2\G2 Main Virus\Microsoft Virus Solutions (G2 v5) (Current)\Microsoft Virus 
Solutions\obj\Debug\Windows Wireless 802.11.pdb

G3:
SHA256: 99dd67915566c0951b78d323bb066eb5b130cc7ebd6355ec0338469876503f90
Compiled: 2017-08-21 21:28:31
PDB: F:\Projects\g3\G3 Version 4.0\G3\G3\obj\Release\Intel Core.pdb

GX:
SHA256: 1c0ea462f0bbd7acfdf4c6daf3cb8ce09e1375b766fbd3ff89f40c0aa3f4fc96
Compiled: 2017-12-06 07:52:11
PDB: C:\Users\The Invincible\Desktop\gx\gx-current-program\LSASS\obj\Release\LSASS.pdb
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Human Fingerprints on Malware – Header Metadata
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Rich Header
• Compilers involved in 
building binary
• Insight into compiling 
and linking environment
• RichPV fingerprinting 
build environment

Human Fingerprints on Malware – Header Metadata
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Code Reuse
• Code overlap vs. Code reuse
• Finding new samples
• Finding new malware
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Human Fingerprints on Malware – Code Reuse
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Finding new samples
• Imphash
• Fuzzy matching

Human Fingerprints on Malware – Code Reuse
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Finding new malware
• YARA
• Community tools
• Other databases

Human Fingerprints on Malware – Code Reuse
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Configuration Data
• Developer or Operator
• Configure malware for 

current campaign
• Adversary preferences

Human Fingerprints on Malware – Configuration Data
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Finding new samples:
• Unique strings -> new 

samples

Human Fingerprints on Malware – Configuration Data
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Finding new samples:
• Typos -> new samples

Human Fingerprints on Malware – Configuration Data
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Adversary knowledge:
• Unique formats -> 

preference

Human Fingerprints on Malware – Configuration Data
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Adversary knowledge:
• Local language -> 

preference

Human Fingerprints on Malware – Configuration Data

https://www.f-secure.com/documents/996508/1030745/dukes_whitepaper.pdf
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• Assess credibility of fingerprints
• Timestamps, PDB path, Rich Header, Language

• Common strings
• Associated with public code or common OS interaction

• Common code
• “Public” code from public library, forum snippets open to anyone
• “Private” code from alliances, partnerships, supply chains not visible to 

defender
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Human Fingerprints on Malware – Caveats
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Header Metadata
• Pefile by Ero Carrera on Github
• FireEye blog: Definitive Dossier of Devilish Debug Details by Steve 

Miller
• SANS reading room: Leveraging the PE Rich Header for Static 

Malware Detection and Linking by Maksim Dubyk
Code Reuse
• yara_fn.py on GitHub by Willi Ballenthin
• YarGen on GitHub by Florian Roth (Neo23x0)
Configuration Data
• Analyze all the malware
• SANS FOR610 Reverse-Engineering Malware

22

Human Fingerprints on Malware – Getting started
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• The concept of import hashing was defined by FireEye in Tracking 
Malware with Import Hashing
https://www.fireeye.com/blog/threat-research/2014/01/tracking-
malware-import-hashing.html

• The concept of ssdeep is provided by the ssdeep Project
https://ssdeep-project.github.io/ssdeep/index.html

• Smart Whitelisting Using Locality Sensitive Hashing
https://blog.trendmicro.com/trendlabs-security-intelligence/smart-
whitelisting-using-locality-sensitive-hashing/

• YARA was originally developed by Victor Alvarez of VirusTotal
https://virustotal.github.io/yara/
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Human Fingerprints on Malware – References
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Conclusion
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